
What price a data breach? 
Ponemon have conducted a survey looking at the impact a data breach has on an 

organisation in terms of its share value before and after the attack. The report 

focuses on the response of IT security specialists and senior level Marketers 

(CMO) working for 113 publicly traded companies (448 IT specialists, 334 CMO’s) 

and 549 consumers. 

Consumers were asked about their expectations regarding the security of their personal 

information and the prevention of data loss.  

43% of IT specialists and 31% of CMOs reported a data breach involving the loss or theft of 

more than 1,000 sensitive and/or confidential records in the last 2-years.  

62% of consumers reported their personal information was lost or stolen in one or more data 

breaches in the last 2-years.  

45% of IT specialists and 42% if CMO’s reported that their senior management misunderstood 

the importance of protecting a company’s reputation. 

The research demonstrated how data loss has a direct impact on customer loyalty and 

shareholder value.  

Stock Prices Drop an Average of 5 Percent when the Data Breach is Disclosed  

• Companies that self-reported and responded quickly to the breach recovered share value 

after an average of 7 days.  

• Conversely, companies with poor IT security at the time of the breach and who did not 

respond rapidly saw a share decline that lasted longer than 90 days on average.  

• The difference in the reduction of share price between companies with good or bad IT 

security averaged 4%.  

• Those with poor IT security were more likely to lose customers while strong IT security 

promotes customer loyalty and trust. 31% of consumers said they left the company with a data 



breach. Of the consumers who experienced more than 1 breach, 65% said they distrusted the 

breached organization.  

• Those companies in the report who had a low customer loss rate (under 2%) had an average 

revenue loss of $2.67 million. Those who lost more than 5% of their customers experienced an 

average revenue loss of $3.94 million.  

Disparity in the damage 

• 71% of CMOs saw the loss of brand value as the biggest cost while only 49% of IT specialists 

recognised the loss of brand value as the greatest cost.  

• Both IT specialists and CMOs agree a data breach is a top threat to their companies’ 

reputation and brand.  

Regrettably, 45% percent of IT specialists and 42% CMOs think the C-Suite do not take 

protection of the brand seriously enough.  

• 66% of IT specialists do not believe brand protection is their responsibility. However, 50% 

believe a data breach would diminish the company’s brand value.  

• Consumers’ expectation for the security of their personal information is much higher than 

CMOs and IT specialists. 80% of consumers believe organizations are obliged to take 

reasonable steps to secure their personal information. Only 49% percent of CMOs and 48% of 

IT specialists agree.  

The report highlights the disparity between IT specialists and CMOs regarding reputation. 

However, of far greater concern is the difference between consumers’ expectations and what 

IT specialists and CMOs think they can deliver.  

• 47% of CMOs and 46% IT security specialists think their companies are responsible for 

controlling access to their client’s information. Meanwhile, 71% percent of consumers 

responded that organizations are obliged to control access to their information. 

 • Consumer trust in certain industries appears to be misplaced. 80% of consumers trust 

healthcare providers to secure personal information. Only 26% of consumers trust credit card 

companies. Yet, healthcare providers are 34% of all data breaches while financial organizations 

account for only 4.8%. Financial industries also spend two-to-three times more on cyber 

security than healthcare organizations.  

• 61% of IT security specialists do not believe they have a high level of ability to stop breaches. 

Meanwhile, 63% of CMOs believe their IT specialists would stop a breach.  

• Reduced stock prices are ignored by both CMOs and IT security specialists questioned. 

Reputational loss following a breach is the biggest concern to each. Only 20% of CMOs and 5% 

of IT security specialists are concerned about a lower share price. In companies that been 

breached, 5% of CMOs and 6% of IT specialists said a downside of the breach was a reduction 

in share price.  



• Both teams see loss of reputation as the biggest impact post breach, but after that, the 

concerns are specific to their roles. CMOs are concerned about loss of customers and a decline 

in revenue. 56% of IT specialists are concerned about losing their jobs and 45% about the time 

to recover productivity.  

IT practitioners are not as confident as they should be in their ability to prevent a breach, so 

they need to employ better defences. According to the respondents, the C-level are avoiding 

responsibility for data protection despite the potential for damage to reputation and serious 

loss in share price.  
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