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Ponemon Institute have produced the following report entitled The State of Cybersecurity in 
the Oil & Gas Industry: United States sponsored by Siemens. 

The results are, to put it mildly, concerning. 

The purpose of this research is to understand how companies in the oil and gas industry are 
addressing cybersecurity risks in the operational technology (OT) environment. According to 
the findings, the deployment of cybersecurity measures in the industry isn’t keeping pace with 
the growth of digitalization in oil and gas operations. In fact, just 35 percent of respondents 
rate their organization’s OT cyber readiness as high. With most respondents describing their 
organization as having low to medium cybersecurity readiness, 68 percent of respondents say 
their operations have had at least one security compromise in the past year, resulting in the 
loss of confidential information or OT disruption 

1. Fifty-nine percent of respondents believe there is greater risk in the OT than the IT 
environment and 67 percent of respondents believe the risk level to industrial control systems 
over the past few years has substantially increased because of cyber threats. 

2. Oil and gas companies are benefiting from digitalization, but it has significantly increased 
cyber risks, according to 66 percent of respondents. 

3. Sixty-eight percent of respondents say their organization experienced at least one cyber 
compromise, yet many organizations lack awareness of the OT cyber risk criticality or have a 
strategy to address it. 

4. Sixty-one percent of respondents say their organization’s industrial control systems 
protection and security is not adequate. 

5. Sixty-five percent of respondents say the top cybersecurity threat is the negligent or careless 
insider and 15 percent of respondents say it is the malicious or criminal insider— underscoring 
the need for advanced monitoring solutions to identify atypical behavior among personnel. 



6. Only 41 percent of respondents say they continually monitor all infrastructure to prioritize 
threats and attacks. In fact, an average of 46 percent of all cyber attacks in the OT environment 
go undetected, suggesting the need for investments in technologies that detect cyber threats 
to oil and gas operations. 

7. Sixty-eight percent of respondents say security analytics is essential or very important to 
achieving a strong security posture. 

8. Security technologies deployed are not considered the most effective. Sixty-three percent 
of respondents say user behaviour analytics and 62 percent of respondents say hardened 
endpoints are very effective in mitigating cybersecurity risks. In addition, 62 percent of 
respondents say encryption of data in motion is considered very effective. Yet, many 
companies do not have plans to deploy these technologies. Specifically, in the next 12 months 
less than half of organizations represented (48 percent of respondents) plan to use encryption 
of data in motion, only 39 percent plan to deploy hardened endpoints and only 20 percent will 
adopt user behaviour analytics (UBA). 
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