
‘Systemic’ Cyber-
attack Most Likely 
to Hit Financial, 
Energy & 
Healthcare Sectors 

The Grid (power & energy), Healthcare, Information 
technology, Financial services and Telecoms are most likely face a 
simultaneous cyber-attack against multiple organisations, according to 
a survey released today. 

A systemic cyberattack attack that simultaneously affects multiple companies is likely to occur 
this year, with the financial services industry topping the list of targets, according to the 
American International Group (AIG) survey just released. 

read more  

Black Swan event 

I have had conversations with 20 years plus cyber security veterans over the last few years who 
have all said that a Black Swan event is likely and would happen sooner rather than later. 

Such an occurrence is the nightmare situation where malicious attackers (anarchists, criminals 
or nation-states) bring down national critical infrastructure and cause death and damage on a 
large scale. For example, a power station or a chemical plant is weaponised releasing deadly 
toxins just as the utilities and emergency services are paralysed and healthcare systems are 
crashed. No telecoms, no power, no first aiders and no palliative after care. 

This is the detail of nightmares more recently left to novelists and war gamers at the Pentagon 
and NSA. 

However, reality is worse than fiction and that these possibilities are being gamed means that 
bright people tasked with defence of the nation are telling us that ‘we’ should get prepared. 
So, no, a synchronised massive cyber- attack bringing down some of a nation’s critical 
infrastructure for an hour, a day or even weeks is not a Black Swan event. 

It is an event that is expected and for which defences are sorely lacking. 

Any society is 3 meals away from anarchy. 

http://www.aig.com/content/dam/aig/america-canada/us/documents/business/cyber/aig-cyber-risk-systemic-final.pdf


AIG’s asked 100 leaders in the field if they thought a systemic cyber- attack was likely. Over 
90% responded ‘yes’. 

We have experienced an excess of successful cyber- attacks, now the new normal and 
unsurprising. Given that a targeted systemic attack is designed for a disproportionate impact, 
the future is ominous. 

Cyber – attacks have caused massive organisational damage (financial, reputational and job 
losses) in both industry and government. Organizations spent large amounts of money on 
cyber security, self-assured of weathering attacks. This was a common misconception, 
repeated over, as antagonists continuously stole intellectual property, national secrets and 
data for financial gain, or simply destroyed infrastructure. 

And the thought leaders are saying this is going to get worse. What happens to society when 
the food supply chain dries up? HBO and others have aired a myriad of post-apocalyptic 
scenarios depicting society’s descent into anarchy as people get scared and hungry. 

Just one example: German Cybercrime has been reported to have expanded at a rapid rate (up 
80% YOY) but most attacks against individuals and companies go unreported. 

Losses IRO €35 billion 

Markus Koths, head of the cybercrime unit at the German Federal Crime Office, said 
2016 cybercrimes nearly doubled to over 82,000, resulting in damages of over €51 million. He 
advised that his quoted figure was probably only 10% of all such crimes. 

The UK Government reported 2016 cybercrime losses at £29 billion (€34 billion) so, given the 
absence of a solid German cyber defence and its bigger, more vulnerable, economy, German 
losses maybe IRO €37 billion. 

Individuals within companies fail to report the crimes as they worry about personal culpability, 
share price or other consequences, if they admitted they had been hit. 

In August 2016 German citizens were told to stockpile food, water in anticipation of an attack 
that would not “require a conventional style of national defence”. 

Even scarier, across the Belgium border was April 2016’s recommendation to issue all Belgians 
with potassium iodide ‘anti-radiation’ pills in the event of a situation at any of their nuclear 
power stations. Belgium’s aging nuclear plants have caused continual safety fears with 
leakages, breakdown in infrastructure and an unresolved sabotage incident. The Belgians are 
not the only ones with problematic nuclear security as RWE announced a power station 
penetrated with malware. 

 

 

 

http://www.inquisitr.com/135667/any-society-is-three-square-meals-away-from-anarchy-suggests-researchers/
https://lnkd.in/gYVdnwR
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/60943/the-cost-of-cyber-crime-full-report.pdf
http://www.reuters.com/article/us-germany-security-stockpiling-idUSKCN10W0MJ
https://m.phys.org/news/2016-04-belgians-iodine-pills-case-nuclear.html
http://www.telegraph.co.uk/news/2016/04/27/cyber-attackers-hack-german-nuclear-plant/
http://www.telegraph.co.uk/news/2016/04/27/cyber-attackers-hack-german-nuclear-plant/


No place for complacency 

Why is more not being done? Many organizations are complacent about risk due to an 
erroneous faith in their security systems which are seemingly invulnerable. Such familiarity is 
dangerous. Security systems must be constantly reviewed along with the associated security 
practices. What worked before does not necessarily hold any water now, given the speed at 
which the bad actors are developing at. 

There is an old saying that familiarity breeds contempt. It also breeds complacency. Perversely, 
the more experienced an organisation, the more routine the work becomes, and the challenge 
goes. It is easy for safety to be taken for granted. Tasks have been accomplished a thousand 
times without anything bad happening, so why would the next time be any different? However, 
it can be, and too often is as evidenced by the collateral damage reported over and over. 

There is no place in the current cyber world for complacency. A good CISO or equivalent should 
be hunting down new technologies, systems and thought processes. 

The EU NIS Directive may go some way to changing attitudes amongst those charged with our 
well-being. In any case, the General Data Protection Regulation means a shakeup of the status 
quo is imminent. 

The sharing of threat intelligence has been the backbone of all major cyber security vendors, 
meaning personal data has been sent worldwide. This will be illegal and giving the major 
corporations more than a little headache. The EU will fine transgressors up to 4% of global 
turnover. 

It just does not work 

Threat sharing of intelligence may have a place in the wider world but, as a CISO tasked with 
defending my government department, company or hospital, I would question its relevance 
when I am supposed to be stopping an attack.  

Threat sharing alone does not stop companies getting burned as shown by the massive growth 
in cybercrime and the continual outages or breaches. 

What is best? To stop an attack before the company is penetrated or accept the attack and 
clean up afterwards? It must be the former, without question.  

According to FireEye, more than 67% of organisations do not know they have been attacked 
until told by a third party. This may be 6 months after the initial breach, by which time the IP 
has gone, the company is set up for destruction or the seeds of ransomware planted, and, in 
the case of healthcare, critical operations cancelled. 

With a dependency on threat sharing and retrospective patching, cyber defenders may have 
gained information on attackers and have built up some patterns and names, but companies 
and organisations have been burned. Companies are still being burned. Hospitals and 
healthcare are no longer sacrosanct, and patients’ lives are being risked. It is not just jobs lost, 
the shareholder value that is decreased or reputations damaged. 



Lives will be lost if the AIG report is to be believed as the nature and severity of the attacks will 
get worse. Attitudes need to change and quickly. 
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