
 
SEISMIC CHANGES - will GDPR kill 

'threat intelligence' sharing? 
 

• Existential threat to (so called) Next Generation AV security vendors? 
• PII illegally shared in “threat-intelligence” 
• Huge litigious risk 
• A forced change of direction? 

Enforcement of the EU’s General Data Protection Regulations (GDPR) could be an existential 
threat to anti-virus cyber security vendors who share threat intelligence on cloud based multi 
scanner platforms, like Google’s VirusTotal. 

According to Colorado-based DirectDefense, an information security services and managed 
services provider, Personally Identifiable Information (PII) has been uploaded onto the internet 
using AV security vendor platforms. Savage Security’s  Adrian Sanabria said that many security 
vendors either have an option to automatically submit binaries to VirusTotal; or do so without 
the customer’s knowledge. Whilst contrary to existing legislation, it was said that enterprise 
customers have been encouraged by AV security vendors to upload sensitive files (inc PII) 
to help accelerate the analysis of the file scans. 

The GDPR (Regulation (EU) 2016/679) is a regulation by which the European Parliament, the 
Council of the European Union and the European Commission strengthen and amalgamate 
data protection for citizens of the European Union. Of relevance to this document, GDPR 
focuses on the export of personal data outside the EU. GDPR gives control back to EU citizens 
and residents of their personal data and streamlines regulations for international business by 
unifying the EU directive. 

It becomes law on May 25th, 2018. 

Multi scanner platforms, like VirusTotal enable cyber security vendors to upload suspicious 
files and have them scanned against dozens of commercial anti-malware tools. VirusTotal also 
have a paid version whereby customers may examine any file uploaded to the service. 

http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L:2016:119:FULL&from=EN
https://www.virustotal.com/#/home/upload
https://blog.savagesec.com/words-have-meanings-dc925219bb8e
https://support.virustotal.com/hc/en-us/articles/115002146809-Contributors


Threat-intelligence shared with ‘VIRUSTOTAL’  

“Files and URLs sent to VirusTotal will be shared with antivirus vendors and security companies 
so as to help them in improving their services and products. We do this because we believe it 
will eventually lead to a safer Internet and better end-user protection. By default, any file/URL 
submitted to VirusTotal which is detected by at least one scanner is freely sent to all those 
scanners that do not detect the resource. 

Additionally, all files and URLs enter a private store that may be accessed by premium (mainly 
security/antimalware companies/organizations) VirusTotal users so as to improve their security 
products and services”. 

from VirusTotal – “About VirusTotal” 

*** 

If any file submitted to any cloud based multi scanner contains PII (as contended by 
DirectDefense) the enterprise is at risk of huge fines. The GDPR regulation applies if the data 
controller (the organisation that collects data from EU residents) or the processor (the 
organization that processes data on behalf of data controller e.g. cloud service providers) or 
the data subject (person) is based in the EU. In addition, the Regulation also applies to 
organisations based outside the EU if they collect or process personal data of EU residents. 
According to the European Commission  

“Personal data is any information relating to an individual, whether it relates to his or her 
private, professional or public life. It can be anything from a name, a home address, a photo, 
an email address, bank details, posts on social networking websites, medical information, or a 
computer’s IP address.” 

In other words, just about everything. 

Article 83 of the GDPR states that infringements 

“Be subject to administrative fines up to 20 000 000 EUR, or in the case of an undertaking, up 
to 4 % of the total worldwide annual turnover of the preceding financial year, whichever is 
higher.” 

Therefore, it is of critical importance that the corporate satisfies itself that their PII data cannot 
be uploaded to the cloud. 

Shared threat intelligence does include PII as evidenced by the recent PR war between Carbon 
Black and Direct Defense. Direct Defense accused Carbon Black of improper conduct by 
releasing sensitive information (PII) on to the internet via a multi scanning service. 

“Files uploaded by Cb Response customers first go to Carbon Black (or their local Carbon Black 
server instance), but then are immediately forwarded to a cloud-based multi scanner, where 
they are dutifully spread to anyone that wants them and is willing to pay,” Jim Broome 
President Direct Defense post said. 

http://europa.eu/rapid/press-release_IP-12-46_en.htm?locale=en
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679#d1e6226-1-1
https://www.directdefense.com/harvesting-cb-response-data-leaks-fun-profit/


The allegation of wrong -doing by Direct Defense, has been robustly defended by Carbon Black 
and many security experts have been voluble in their defence. It turns out that Carbon Black 
do not have flawed architecture and that CB clients chose to upload their files to VirusTotal. It 
got a little murkier as DirectDefense work with Cylance, a direct rival to Carbon Black, attracting 
criticism in certain quarters. 

However, whether a mistake or an ill-advised decision by a client; it is academic. IIP pertaining 
to EU citizens has been uploaded (and probably still is) onto cloud based multi scanners. From 
May 25th, 2018, the action will be illegal. 

The legal ramifications are serious. 

Interestingly, while Carbon Black are still shown as a ‘contributor’ on the VirusTotal 
website, Cylance who were, have now disappeared from the list of contributors. 

*** 

There are other dangers. Krebs on security quoted prolific INFOSEC Twitter-er, Lesley 
Carhart who said huge trust had been given to VirusTotal. However, should a malevolent player 
identify files uploaded to VirusTotal by a target business — even just as file hashes — they 
could identify document types, operating systems and specific software suites. 

Carhart said “They provide an amazing free resource for the Infosec community, as well as some 
great paid services. However, we have unintentionally given them one of the largest repositories 
of files in the world.” 

Some security vendors have said that they ensure only anonymised reports or hashes of any 
suspicious file are being submitted to multi scanners. This is clearly an issue for Zero Day 
threats as creating a hash of the suspicious file will add very little value, if the original file 
containing potential PII cannot be inspected. 

*** 

The European Union decision to increase the protection of PII means security vendors had 
better find new ways of analysing threats. 

It is difficult to argue against why the EU implemented GDPR. The CIA – Vault 7 and NSA – 
Shadow Brokers leaks; the dumping of Microsoft’s source code from the Shared Source 
Initiative and the online harassment and embarrassment of security vendors all exemplify the 
lack of security in critical areas where you would expect it. If you cannot trust the government, 
Microsoft or your AV security vendor to look after their own data, who do you trust with your 
own? 

*** 

So, what should the CIO or CISO do, before he/she follows Darrell Stein out the door? 
One answer is to keep the data ‘at home’. Stop sharing ‘intelligence’. If servers and endpoints 
were suitably secured, then the aspect of sending PII files to the cloud becomes moot. And, 

https://www.carbonblack.com/2017/08/09/directdefense-incorrectly-asserts-architectural-flaw-in-cb-response/
http://blog.virustotal.com/2017/07/virustotal-cylance.html
https://krebsonsecurity.com/2017/08/beware-of-security-by-press-release/#more-40257
https://twitter.com/hacks4pancakes
https://twitter.com/hacks4pancakes
https://www.computing.co.uk/ctg/news/3016848/darrell-stein-out-at-reckitt-benckiser?utm_medium=email&utm_term=&utm_content=&utm_campaign=CTG.Daily_RL.EU.A.U&utm_source=CTG.DCM.Editors_Updates&im_edp=zerodayplus.com&im_company=


yes, there is technology out there that can seriously mitigate against the risk. The added benefit 
being of staying compliant to GDPR. 

Should the corporation be more concerned about attribution or stopping the cyberattack? 
Enterprise should not in the business of engaging in cyber warfare but rather defending its 
business, maintaining shareholder value, retaining IP and protecting the PII it holds. 

Enterprise and business must drastically reduce the risk of leaking PII or face fines up to billions 
of €’s. 

Attribution is for law enforcement or the security services. 

*** 

As for the cyber war between good and bad; it is widely acknowledged that malevolent actors 
are ahead of the curve. The good guys, the corporates buying the cyber security, are pretty 
much reliant on a purely ‘defensive’ model. I.e. client suffers a data breach from a zero-day 
cyberattack (Eternal Blue, WannaCry, NotPetya etc.) The AV security vendors capture the 
malware, reverse engineer a fix and rush out a patch. 

Meanwhile, FedEx, Maersk, Merck, Reckitt Benkeiser etc., etc. lose € billions. 

The reactive defence model is inefficient. Much has been said about patching or the absence 
of; and upgrading operating systems out of support. The former is disingenuous as many 
businesses cannot patch (critical infrastructure, SCADA etc). No enterprise can just trust a 
patch without proper testing; while the latter is academic. A supported operating system is as 
vulnerable to a zero-day attack like NotPetya, as an unpatched system. (Evidenced by the host 
of big businesses who invested millions on a cyber security system that was, to all intents and 
purposes, useless). 

This month, cyber security vendor Check Point named a new WSL exploit in Windows 10 
“Bashware.” That the Linux shell, known as Windows Subsystem for Linux (WSL), is the core of 
Windows 10, means all machines running Microsoft’s operating system could be open to hack 
attacks. That is 400 million machines. 

*** 

It is surprising that Enterprise does not demand more for the $120 billion it will spend on cyber 
security in 2017. 

Until enterprise and business recognise that prevalent practices do not work and invest to 
maintain the integrity of their servers and endpoints, there will be more breaches like the 
examples above. 

CEO’s and CIO’s will come and go, falling on their swords (or being pushed); being held 
responsible for a system that does not work and will never catch up with the mal-actors. 

http://www.trustedreviews.com/news/bashware-threatens-windows-10-pcs-3286410
http://www.wired.co.uk/article/job-security-cybersecurity-alec-ross


Eventually, enterprise will wake up. But, the cost to business, shareholders and countries will 
continue to rise until the breaking point is reached. 
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