
Nearly all cars are 

vulnerable to hacking... 

"Nearly 100% of cars on the market include wireless 
technologies that could pose vulnerabilities to 
hacking or privacy intrusions"  

Sen. Edward Markey 2015 

 

Data concerning vehicle cyber security is concerning, for the automotive supply chain and the 
user. Media attention has underscored many security and safety problems for the connected 
vehicle. But as dramatic as some of these reports are, the problem is very real. 

The Ponemon Institute recently conducted an automotive cyber security survey of over 500 
automotive developers, engineers, and executives. Those surveyed were predominantly from 
vehicle manufacturers and their largest component suppliers. 

The results are frightening: 

• 57% do not believe that automotive software development teams possess the skillset 
to defend from cyber security threats. 

• 51% do not believe that cyber security should be integrated into the vehicle’s software 
development lifecycle. 

• 90% think it is difficult to secure automotive application. 

This lack of confidence in themselves and the industry is despite the car manufacturers having 
recently formed an ‘automakers alliance’ to share knowledge on combating vehicle cyber 
threats. 

I recently attended the closed GPEC 2016 security exhibition in Leipzig, Germany. I discussed 
the connectivity of the latest model vehicles on display, all vehicles being marketed to the 
police and security services and arguably requiring more ‘hardening’ than most. 

Those individuals displaying a modicum of 
knowledge about vehicle cyber security 
could only suggest “switching off” some 
of the connectivity to mitigate against 
cyber threats.  

 

Further discussion confirmed that even if Bluetooth and Wi-Fi were disconnected, it would 
still be possible to upload malware via the ubiquitous USB onto the vehicles on display. 

http://www.autoalliance.org/auto-issues/cybersecurity


In the US some concerned individuals are pushing for legislation to enforce manufacturers to 
take the cyber security threat more seriously. Senator Edward Markey warned that the 
increasing vehicle technical complexity is putting both drivers' security and privacy at risk. 

"Drivers have come to rely on these new technologies, but unfortunately the automakers 
haven't done their part to protect us from cyber-attacks or privacy invasions. Even as we are 
more connected than ever in our cars and trucks, our technology systems and data security 
remain largely unprotected." 

Markey wrote to 20 O.E.M’s in 2015, including Ford, General Motors and Toyota, asking what 
the companies were doing to harden their vehicles against cyberattack and how personal data 
gathered through the technology is managed. 

Cybersecurity experts have cautioned manufacturers that cars' electronic systems are 
vulnerable to interference, especially as the manufacturers started to build wireless 
connectivity. This is not “new” news. In 2013 researchers Charlie Miller and Chris Valasek 
demonstrated how to take over the steering and brakes of a Ford Escape and a Toyota Prius 
using a laptop connected to the vehicles with a cable. In 2015 they detailed the wireless "attack 
surfaces" of a wide variety of vehicles on the market —Wi-Fi, keyless entry systems and 
Bluetooth all providing access to malware. 

Markey said security measures to prevent remote access to a car's electronic systems are 
"inconsistent and haphazard across all automobile manufacturers" and many manufacturers 
"did not seem to understand" the questions the lawmaker was asking. However, most 
manufacturers were unaware or unable to report on previous hacking incidents. 

 More recently the group took over the controls of a Chrysler Jeep whilst being driven on 
a motorway and crashed it - as a demonstration of the vehicle’s vulnerabilities. 

Other groups are alarmed at the car manufacturers security practices. I Am the Cavalry, a group 
focused on computer security and physical safety, urged vehicle manufacturers to adopt a five-
star-style security rating system similar to the ratings for traditional vehicle safety. 

Senator Markey has called for the National Highway Traffic Safety 
Administration to set new security standards. Explicitly, they 
should ensure that cars' wireless and data-collection points are 
proofed against cyberattack. If successful, carmakers will have to 
put their systems through penetration testing, in the same way as 
other industries. Drivers will be explicitly told about how data is 
collected and used and be given an opt-out choice. 

"We need to work with the industry and cyber-security experts to 
establish clear rules of the road — not voluntary agreements — to 
ensure the safety and privacy of 21st-century American drivers." 

Given the global nature of the automotive industry, it is to be hoped that the car manufacturers 
wake up to the threat and ensure the safety and privacy of ALL 21st-century drivers. 

https://www.markey.senate.gov/imo/media/doc/2015-02-06_MarkeyReport-Tracking_Hacking_CarSecurity%202.pdf
https://www.iamthecavalry.org/
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