
Irony – your security 

software just screwed you 
 

GOOGLE'S PROJECT ZERO 

security group detailed serious 

weaknesses in Symantec's 

Norton Antivirus software that 

"are as bad as it gets". 

 

"They don't require any user interaction, they affect the default configuration, and the software 
runs at the highest privilege levels possible. In certain cases, on Windows, vulnerable code is 
even loaded into the kernel, resulting in remote kernel memory corruption."  

Google Project Zero's Tavis Ormandy in a blog post. 

The design thought process behind loading code into the kernel has had bloggers choking. One 
wordsmith said it was the same as UXB specialists taking IED’s into the kindergarten...  

Ormandy crucified Symantec for the screw up. AV usually has dedicated unpackers to solve the 
issue of software ‘packers' that compress executables. 

"This causes a problem for antivirus products because it changes how executables 
look. Antivirus vendors solve this problem with two solutions. First, they write dedicated 
unpackers to reverse the operation of the most common packers, and then use emulation to 
handle less common and custom packers." 

According to Ormandy, the catch is the code is massively complicated and open to exploit, 
making it "extremely challenging" to write such code safely. 

"We recommend sandboxing and a security development lifecycle, but vendors will often cut 
corners here. Because of this, unpackers and emulators continue to be a huge source of 
vulnerabilities." 

Worried? I hope so. The same core engine is used in every one of Symantec’s antivirus 
products, including: 

Norton Security, Norton 360, and other legacy Norton products (all platforms) Symantec 
Endpoint Protection (all versions, all platforms) | Symantec Email Security (all platforms) | 
Symantec Protection Engine (all platforms) | Symantec Protection for SharePoint Servers 

http://googleprojectzero.blogspot.nl/2016/06/how-to-compromise-enterprise-endpoint.html


 Some AV has to be updated manually so administrators have to react immediately to protect 
their networks. Symantec are not the only IT security company criticised for such short cuts 
(Comodo, ESET, FireEye and Kaspersky) but running its unpackers in the heart of the operating 
system and opening its clients up to malware in such a way, begs the question of the thought 
process? 

A cyber- attack on such a protected system will lead to a disastrous buffer overflows and, in 
Windows, kernel memory corruption. 

"Because Symantec uses a filter driver to intercept all system I/O, just emailing a file to a victim 
or sending them a link to an exploit is enough to trigger it. The victim does not need to open the 
file or interact with it in anyway," said Ormandy. 

"Because no interaction is necessary to exploit it, this is a wormable vulnerability with 
potentially devastating consequences to Norton and Symantec customers. An attacker could 
easily compromise an entire enterprise fleet using a vulnerability like this." 

Symantec has patched the flaws identified by Project Zero 

Exploiting security software is the perfect route for attackers to get control of an operating 
system as it is trusted code that operates with high levels of privilege on machines. Often, 
identical software runs on all the machines in an organization’s network, exposing a large 
attack surface to danger if the AV software contains vulnerabilities. It gets worse. Intrusion 
detection systems and firewalls are bigger targets connecting important parts of the network 
and the data therein. 

Security vendors have to operate at the highest standards but, as shown by Google’s Project 
Zero exposure, their systems are not often checked for vulnerabilities. Despite adding huge 
amounts of additional code for the cyber criminals to exploit, the focus has been on locating 
vulnerabilities in operating system software and applications. 

 Disregard the software that is supposed to keep us safe at your peril. 
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