
 
If the National 
Security 
Agency is 
hackable, 
who is safe? 
 

 

Quis custodiet ipsos 
custodes? 

IF IT CAN HAPPEN TO THE NSA, IT CAN HAPPEN TO ANYONE AND NO ONE SHOULD BE SURPRISED  

In the world of cyber-warfare, it’s a level playing field. Hackers based anywhere in the world 
can stop any computer, anyplace, anytime. Using malware implanted in USB drives, or through 
downloads, or spear phishing, or viruses embedded in units at the manufacturing plant, hackers 
can immobilize or crash cars and emergency response vehicles, cut our power supply and 
utilities, kill our telephones and TV, misdirect traffic, intercept warships and planes, and redirect 
drones, satellites and tanks. Welcome to asymmetric warfare.  

It’s a war the United States of America is well placed to lose. 

In August, a group calling itself ‘Shadow Brokers’ claimed responsibility for hacking the 
‘Equation Group,’ a covert operation linked to the US National Security Agency (NSA). 

In this case it’s reasonable to assume that Shadow Brokers are either part of the Russian state 
security apparatus, or an independent, outsourced group financed by the Kremlin. Russia is 
very likely flexing her virtual muscle. As Edward Snowden tweeted from his home outside 
Moscow to the effect of, ‘whatever you can do, we can do, too. Chillingly, Russia is not the only 
hostile nation state player in this game; China, Iran, North Korea and Syria all possess the 
capability, and possibly the will, to bring life as they know it in the US to a catastrophic halt. 

 

Russian and US relations are at their worst since the collapse of the Soviet Union. Each is 
accusing the other of malfeasance. The Kremlin stands accused of waging an asymmetric war 



in Ukraine, and against its European neighbours. In June 2016, Germany’s Angela Merkel went 
so far as to say that Russia was undermining the security of Europe. 

On its side, Russia accuses NATO of encroaching on its borders and sees the installation of US 
Ballistic Missile Defence systems in Poland and Romania as a direct threat to its sovereignty. 
The Kremlin dismisses US-led sanctions post-Crimea as an attempt at regime change and has 
galvanised most of the Russian nation against the West. Tension is unlikely to ease anytime 
soon. 

With the emergence of new bad actors such as ISIS, the Syrian Electronic Army, the Iranian 
Cyber Army and North Korea’s cyber military arms ‘Bureau 121’ and ‘No. 91 Office’, the 
situation is becoming more complex and difficult to control. It’s well known that despite 
massive investment, the NSA is short-staffed. 

An important question following the hack of the NSA is whether an offensive cyber capability 
outweighs the problem of vulnerability on the home front. Is it worth destroying an enemy’s 
infrastructure if the enemy can respond in kind? 

As a famous bureaucrat, the Middle Ages poet, Geoffrey Chaucer once wrote, “People who live 
in glass houses should not throw stones.” It’s an appropriate analogy for the lack of common 
sense in the West. 

The role of the security and military forces is to protect the nation, its political and economic 
interests, its citizens and critical assets. If the apparatus only protects itself, then it fails its 
appointed task. 

As a massively funded government operation, the NSA is better equipped than most to deal 
with hostile nation states and bad actors. Yet it failed to stop this breach, which occurred 
through just one internet-facing server. And if the NSA was hacked, what chance do other 
organizations stand? 

While the NSA and US military have spent heavily (if not always wisely) on cyber protection, 
the US home front is woefully underprepared and enjoys virtually no protection. Its creaking, 
antiquated infrastructure has been massively penetrated. Its major corporations are being 
badly out-paced by the bad guys. Most organizations don’t even know they’ve been hacked. In 
fact, a supply chain breach is the most common way a corporation finds out that they have 
been “pwnd”  

We do know that the federal banking system “The Fed”, is breached with nauseating regularity. 
Commercial banks, stores, healthcare, insurance companies, the military-industrial complex, 
mining and oil companies, government agencies, and now the security agencies are likewise 
all attacked on a regular basis at enormous cost and risk to the US. Strategic assets have been 
compromised. US politicos have also had their turn; the Democrats and Clintons were greatly 
embarrassed when their exploits were publicly aired. The Republicans must be waiting for their 
turn.   

To insiders, however, it’s no surprise that the NSA was hacked. Cyber experts everywhere are 
holding their virtual breath because they understand that any connected IT network is 
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vulnerable to a zero-day attack, one that launches previously undetected parasitic malware to 
control the operations of its host. 

While many security toolsets claim they can detect and prevent malware attacks, most are 
inefficient and onerous to manage and maintain. Current cyber-defence methodology is 
reactive. Until the world adopts a proactive position such as an HDF solution using Host 
Integrity Technology, and embraces the philosophy that prevention is better than the cure, we 
will only see more of the same. 

Imagine a terrorist attack where the EMS vehicles are grounded by hackers at their firehouse 
or yard and can’t get to an active shooting situation. It’s possible because all EMS vehicles have 
on-board, unprotected computers. Imagine a UAV being hacked and sent into a passenger jet’s 
engines. Again, not inconceivable, as we saw with a more innocent incident at London’s 
Heathrow airport.  

During the Cold War, as the United States and the Soviet Union faced off, the doctrine of 
Mutually Assured Destruction (MAD) held sway. MAD was based on the theory of deterrence, 
holding that the threat of using powerful (nuclear) weapons against the enemy prevents the 
enemy's use of the same weapons. 

There is no MAD factor governing a religious fanatic looking forward to his version of heaven, 
or a delusional dictator concerned about losing control of his starving masses. 

When hostile nation states, religious fanatics, criminals and terrorists possess rapidly evolving 
cyber-warfare capability, it is entirely possible that an industrial plant, an energy facility or a 
transport system could be weaponised and used to destroy from within. (Think Chernobyl, but 
across the US.) 

Until the world embraces cyber-defence tactics that raise the bar, it is apparent that no one, 
not even the vaunted NSA, is 100% protected from threats that can be deployed from within 
an organization and without.  

Cyber warfare has levelled the playing field in a way that could scarcely be envisaged. Perhaps 
unsurprisingly, the US continues to fight the last war. It has the most powerful military force in 
the history of the world and could bomb anyone into the Stone Ages should it have the political 
will. Yet it is struggling to keep its nimbler cyber enemies at bay. Right now, they have the 
upper hand as the military leviathan struggles to adjust to new threats. Despite scaled-up 
attempts by the Administration to ready for an attack, the fact is the nation lacks the skilled 
workers necessary to deploy to all fronts. 

The situation is comparable with the old admirals who believed their battleships were 
invincible: Then along came the airplane bomber. It’s the same today. The US military – or 
more likely the US government - is resting on its laurels and lacks the political impetus to 
acknowledge that cyber is the latest phase in the history of warfare. 

It was ushered in by the 2010 Stuxnet malware that seriously compromised Iran's Natanz 
nuclear facility. Stuxnet was the world’s first digital weapon. The second digital weapon was a 
piece of industrial control systems (ICS) malware deployed in Germany in 2014, when a major 
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steelworks was deliberately hacked, attacked and destroyed. ICS programs are pieces of 
software that control the processes of infrastructure systems like power grids, oil pipelines, 
industrial facilities and water distribution and treatment centres. 

Although it only slowed the Iranian march towards nuclear weapons, the masterminds who 
wrote the Stuxnet virus unleashed a cyber Frankenstein on the digital world. The genie 
escaped. Hostile actors embraced and morphed the technology. Designed to control and 
compromise industrial control systems, its progenies are continually being uncovered in critical 
infrastructure worldwide.  

Yet these are not random phishing exercises, nor attempts to extort money with 
ransomware. They are of a remote ‘command and control’ nature. The pattern was set in the 
German industrial control systems attack. The intention was to infiltrate, study and ultimately 
destroy. As there is almost no defence against a zero-day attack, more of these capture and 
control attacks are inevitable. 

Who needs a cruise missile or an air force when you can cause death and destruction 
remotely? This asymmetric warfare has enabled and emboldened conventionally weaker 
opponents to punch well above their weight. 

The United States is, arguably, the most vulnerable nation on the planet to cyber- attack. It is 
all too slowly waking up to the fact that hostile nation states are likely to have stockpiled zero-
day attack tool kits that US infrastructure currently has no defence against. In an interesting 
development, Shadow Brokers are currently auctioning cyber-exploitation kits to the highest 
bidder. The irony is that these kits were stolen in the NSA hack and put up for sale in a bitcoin 
auction. Meanwhile the NSA is on record as saying they possess very few Zero Day software 
vulnerabilities. In which case their offense just took a mighty blow. 

The United States is an immensely target-rich nation. It has more of everything than its 
opposition. But it is filled with decades old critical infrastructure, perfectly good for its core 
purpose and utterly and woefully ill-equipped to defend against cyber-attacks. 

When nation state actors and criminals alike can almost wander in at will, steal secrets or 
sabotage critical assets, it’s time to appraise priorities. 

The risk was always that, if breached, the NSA’s tools would be turned against it. 

Government, enterprise and business need to move to a proactive position and away from the 
reactive mode so prevalent now. It’s time for a massive overhaul of cyber security. We need to 
move from the glass house to a more tenable and honourable cyber world, before it all comes 
crashing down. 
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