
Data breach costs US healthcare $6.2 billion per year 

 

The Sixth Annual Benchmark Study on Privacy and Security of Healthcare Data by the Ponemon 
Institute, reported criminal attacks are the leading cause of half of all data breaches in the US 
healthcare system. 

Employee mistakes, third-party screw ups and stolen computer hardware are behind the other 
half of data breaches.  

The study also found that while most healthcare organizations believe they are vulnerable to 
a data breach, they are unprepared to address new threats and lack the resources to protect 
patient data. Two-thirds of businesses wait until a cyber security attack before they engage a 
security vendor. 

Data breaches in healthcare are increasingly costly and frequent, and continue to put patient 
data at risk. Based on the results of this study, Ponemon estimated that data breaches could be 
costing the US healthcare industry $6.2 billion. 

Nearly 90% of interviewed healthcare organizations had a data breach in the past two years. 
In the same time frame, 45% had more than five data breaches. While the majority of these 
breaches were small, containing fewer than 500 records, the inability of the healthcare 
organisations to protect data is of immense concern. 

 According to the study, in the past two years, average data breach costs for healthcare 
organizations is estimated at over $2.2 million. No healthcare organization, regardless of size, 
is immune from data breach. At the same time, supporting businesses working with the 
healthcare sector lost on average more than $1 million with their respective data breaches. 

 Notwithstanding the losses there has only been a modest increase in technology, privacy and 
security budgets. It is apparent that the bottom line is more important than patient privacy 
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and data protection – which means that government intervention and legislation is more likely. 
The majority of healthcare organisations to not budget enough to minimise data loss. 

 Almost 50% all organizations admit to having little or no confidence that they can detect all 
patient data loss or theft. The same percentage attribute criminal attacks as the leading cause 
of data breaches while 13% blame a malicious insider. The percentages are similar with 
healthcare support industries when apportioning blame (40% criminal activities and 9% 
malicious insiders). 

 There needs to be a massive shake-up within the healthcare sector and greater recognition 
made of the patients right to decent data protection. If the data breaches are costing the 
healthcare industry the billions of dollars, as extrapolated by Ponemon, then stakeholders and 
shareholders should be recycling their respective CISO’s and CIO’s rapidly. 

 In 2016, ransomware, malware, and denial-of-service (DOS) attacks are the top cyber threats 
facing healthcare organizations. 

However, whilst it must be fair to question the competence of C-level executives who are 
responsible for the cyber-crime attributed losses, the problems are deep rooted within the 
healthcare organizations (and support industries) as all are significantly concerned about 
employee negligence. 

The research found that many healthcare organizations and their business associates are 
negligent in the handling of patient information. Mistakes, third-party screw-ups and stolen 
hardware are a significant cause of data losses. Healthcare organisations reported that 36% 
(and support industries 55%) of data breaches were caused by “unintentional employee 
action”. 

In addition, all the parties who took part in the survey expressed concerns about mobile device 
insecurity and the use of public cloud services, all seen as threats to sensitive and confidential 
data. 
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