
CRYPTO COWBOYS 

 

Crypto & why legislation is needed 

The crypto currency environment is growing at an exponential rate. It is still small compared 
with the foreign exchange market but, in the view of many, has the potential to overtake it 
within the next few years.  

Its popularity grows daily, and the market cap is steadily expanding. Six weeks ago, I was writing 
about a daily cap of $300 billion and yesterday I read we were knocking on the door of $392 
billion.  

The stratospheric rise in value of Bitcoin and Ethereum has attracted a flood of new arrivals 
into the market. Such is the demand for access to the market, some crypto currency exchanges 
do not have their account opening facilities “on” all the time. The inability to cope with the 
volume has seen new comers trading accounts routinely switched ‘off’. This is despite some 
Exchanges regularly trading in billions of dollars every day.  

According to experts like billionaire Mike Novogratz, Galaxy Digital CEO, the market cap will 
break the two trillion- dollar mark, before the end of 2018. Dan Morehead, Pantera Capital 
Management, CEO was even more bullish, saying of the market ‘$40 trillion is definitely 
possible’ in the future.  

Everything should be fine and dandy, right? We have a huge influx of investors and traders. 
Money has been made (by some, hand over fist) and the various crypto currency roadshows 
and expositions saw car parks stacked with super expensive, four wheeled exotica.  

However, despite relative success, life in the crypto-currency ecosystem is not quite as rosy as 
it should be. Notwithstanding the large dollar value attached to the businesses and a growing 
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number of newly minted billionaires; the many major problems remain a scourge. Before the 
ecosystem is to realise its fullest potential, there need to be changes within. 

Instability  

One of the biggest challenges facing the cryptocurrency market is its extreme volatility. Values 
of crypto currencies listed on Exchanges rise and fall significantly, in very short periods. This 
instability has attracted the attention of the world’s financial market regulators and is the 
driving force behind the forthcoming legislation.  

The market is too volatile, when a cryptocurrency can half in value overnight. Market 
manipulation, collusion amongst the so called ‘whales’ (people with large cryptocurrency 
holdings) are the prime reason for the volatility.   

On Nov. 12, 2017 a whale moved almost 25,000 bitcoins, worth about $159 million at the time, 
to an online exchange. The news spread like wildfire throughout the trading communities, with 
online arguments whether the owner was about to offload his coins.  

Whether the mainstream media assertion that approximately 1000 people own 40% of bitcoin 
is true, or an urban myth, does not matter. There are sufficient whales, who do work together, 
to manipulate certain exchanges. They play the market by manipulating the price of a 
cryptocurrency by entering a big multi-million dollar ‘buy’ position on an Exchange which is 
picked up by the smaller investors. The smaller investor believes there to be an impending 
price increase and buys. The price of the cryptocurrency will inexorably increase. The same 
manipulation is possible with a big ‘sell’ position. 

In this manner the whales drive the price, up or down, without investing in the market. The 
deals (and the money) that drove the price of the cryptocurrency originated with smaller 
traders. When the price suits the whales, they cash in. The process is repeated, only to the 
benefit of the whales. 

In any other market, such blatant manipulation is fraud. Just because the law has not caught 
up with the ecosystem, it does not mean that it is ‘right’. One of the main explanations why 
this manipulation is possible is because many cryptocurrency platforms do not stop it. Why 
don’t they have position price limits to deter the movement of large buy and sell market 
positions? Is it the adage ‘follow the money?’   

Security  

From the beginning the cryptocurrency market has been targeted by hackers and cyber-
criminals.  

Although many crypto currency exchanges have been operating with poor levels of security, 
security is – very obviously fundamental to the success of a currency exchange. An exchange 
must be proofed not only against outside attack (the hacker) but also against internal threats 
(the so-called ‘inside job’ in which the very people entrusted with the currency have stolen 
from their clients).   
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Since the beginning of 2018 there has been over US$ 1 billion of documented theft through 
‘hacking’. Over the preceding years, Exchanges and mining operations like Mt. Gox, Bitstamp, 
Bitfinex BitGrail, DAO, CoinDash, CoinCheck, EtherDelta, Tether, YouBit  and NiceHash provide 
some high profile examples of expensive security mistakes and in some instances possible 
collusion at the highest levels. 

Bitcoin Exchange Guides research that 78% of crypto thefts happened on an Exchange is a 
damning indictment on the industry as a whole; and questions how traders choose their 
platforms?   

It becomes totally irrelevant if you choose the fastest trading platform or the Exchange with 
the lowest commission structure, when you are robbed! Security has to be the first, second 
and third consideration of any trader.  

Crypto currency stolen from Mt. Gox was laundered through BTC-e. another crypto Exchange. 
Alexander Vinnik, the owner of BTC-e and another crypto Exchange. Tradehill, was arrested 
whilst holidaying in Greece at the bequest of the US authorities for money laundry. The Greek 
courts have cleared his extradition to the US where he faces up to 55-years in prison. 
Meanwhile, NiceHash, the Slovenian cryptocurrency cloud mining marketplace confirmed to 
Reuters that co-founder Matjaz Skorjanc, the mastermind behind the infamous Mariposa 
botnet that infected over 12 million computers, was their Chief Technical Officer during their 
$64 million hack.  

These and other anecdotes abound. Importantly, the threat from ‘insiders’ has not been 
addressed satisfactorily. NiceHash was attributed to a spear-phishing attack; which, for a 
specialist (and convicted cybercriminal) to fall foul of, begs the question of how or why?   

Functionality can be built on blockchain so that every transaction is recorded and always 
remains inviolate: it is possible that an Exchange cyber defences be constructed so that they 
cannot be “switched off” by a phishing attack (or a criminal owner) and real time audit is 
possible. As with the lack of control on market manipulation, one must ask, why are Exchanges 
designed so they are so relatively easy to ‘knock over’?   

In such instances, many owners and creators have been chastised (or worse) for being inept 
business owners. Obviously, not all visionaries make great business leaders. One of the 
problems we continually see is that experience and forward planning is lacking. Businesses 
need to incorporate full Disaster Recovery processes, with hot standby sites ready to kick in 
automatically. Exchanges should be based on proper Business Continuity Planning and backed 
up by fully-certified, protected Data Centres.  

Even though the security of clients’ assets must surely be regarded as the single most 
important issue for a currency exchange, security has been an afterthought in the 
establishment of most of the existing exchanges. 

 To address the threat from the hackers, traders and Exchanges must take preventative 
measures. The current offerings are less than adequate and could be better. A lack of expertise 
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is apparent as evidenced above. Being able to amass a fortune may make someone a successful 
entrepreneur in one respect but losing a client’s fortune is an entirely different matter. 

Just because the industry is currently operating in the lawless ‘wild west’ it should not be run 
by cowboys.   
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